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Daily users of the Tor Snowflake transport
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Snowflake volunteers
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Tor Overview

Online anonymity: open source, open network

Community of devs, researchers, users, relay operators

US 501(c)(3) non-profit organization with 50ish staff

Estimated 2,000,000 to 8,000,000 daily users

Part of larger ecosystems: internet freedom, free
software, censorship resistance, anonymity research
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Communications Metadata

“We Kill People Based on Metadata.”

—Michael Hayden, former director, NSA.
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Anonymity is different for each use case
Anonymity

Private Citizens
It’s privacy!
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Anonymity is different for each use case

Anonymity

Governments
It’s traffic-analysis

resistance!

Human Rights Activists

It’s reachability!

Private Citizens
It’s privacy!

Businesses

BP

It’s network
security!
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A Simple Design

Relay
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Equivalent to most commercial proxy/VPN providers.
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A Simple Design
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A Simple Design
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Timing analysis lets an observer match up connections.
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The Tor Design

Anonymity Network
Alice Bob
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Multiple relays so no single relay can link Alice to Bob.

20



21



Tor’s safety comes from diversity

1. Diversity of relays. The more relays we have and the
more diverse they are, the fewer attackers are in a
position to do traffic confirmation.

2. Diversity of users and reasons to use it. 50000 users
in Iran means almost all of them are normal citizens.
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Ways to volunteer in the Tor network

- Exit relays

- Non-exit relays

- Unlisted bridges (for censorship)

- Pluggable transport components like Snowflake
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Privacy is essential for freedom of learning

At-risk populations, including in Europe, who need
freedom from tracking/surveillance in order to be
comfortable participating on the internet
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These values are part of larger discussions

Privacy rights are tied to bigger societal decisions:

- data retention

- can citizens be trusted with end-to-end encryption

- should journalists be able to protect their sources

- internet blocking, commercial spyware, human rights
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Switzerland hosts Tor exits relays

«Freedom of research
and teaching is guaranteed»
–Article 20, Federal Constitution of the Swiss
Confederation
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And Switch isn’t alone

SURF (Netherlands), SUNET (Sweden), GRNET (Greece),
DEIC (Denmark), CARNET (Croatia) host or run Tor
relays in similar ways.

And individual universities in Austria, Belgium,
England, Germany, Netherlands, Romania, Sweden run
relays too.
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Why relays at universities?

Education: hands-on cyber-security experience;
teaching students about civil society; helping refine
privacy advocacy skills.
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Education: hands-on cyber-security experience;
teaching students about civil society; helping refine
privacy advocacy skills.
Community: Connecting student groups to professors;
supporting freedom of speech and freedom of learning;
and increasing the capacity of the Tor network.
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Why relays at universities?
Education: hands-on cyber-security experience;
teaching students about civil society; helping refine
privacy advocacy skills.
Community: Connecting student groups to professors;
supporting freedom of speech and freedom of learning;
and increasing the capacity of the Tor network.
Research: Helping the Tor network stay strong so
people can use it for research; attracting good students;
giving researchers access to their own Tor relay.
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Policy/society decisions

Tor relays in your country? Exit relays?

Tor relays run at universities? At your NREN?

Students in your country / at your university able to
connect to the Tor network?

Webservers in your country / at your university willing
to serve content to Tor users?
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Calls to action
Understand the risks of centralized architectures

Participate in privacy / censorship research:
https://petsymposium.org/
https://foci.community/
both in Bristol (England) (+ virtual) in July

Help relays, bridges, and snowflakes in your country

Protect freedom of research, learning, and teaching
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