Run a Tor relay at your university

Roger Dingledine
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Google Play Ranking: The Top Free Overall in Iran

Track the rankings of your Android apps for free with AppBrain. The rankings are refreshed daily from Google Play.

=csv Top Free v Iran
Rank App
1 - Tor Browser
. by The Tor Project
2 -1 o Orbot: Tor for Android
by The Tor Project
3 -1 :?l HulaVPN - Fast Secure VPN

by Hula Link
4 - VPN Fast - Secure VPN Proxy
by Phone Master Lab
g Turbo VPN - Secure VPN Proxy
by Innovative Connecting

Ultrasurf - Fast Unlimited VPN
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Ein Weg um staatliche Zensur -

Snowflake

Home / Ein Weg um staatliche Zensur - Snowflake

> AstA-stellungnahme zum Krieg in der An vielen Orten der Welt wird der freie Datenverkehr im Internet eingeschrénkt, sodass es dort nicht ohne weiteres

Ukraine méglich ist, Informationen zu erhalten, welche beispielsweise regierungskritisch sind.

> Sonderinformationen Ukraine Prominente Beispiele sind:




¥ Ein Weg um staatliche Zen: X ‘ ¥ A way around state censors X |+

A way around state censorship - Snowflake - ASTA of Saarland University — Tor Browser A _Ox

& = C |W A hupsiasta-uni-saarland-de.translate.goog/ein-weg-um-staatiiche-zensur-snowflake/?_x_tr_si=auto& x_tr_ti=en& x_tr_hi=en-US& x_tr_pto=wapp
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There are several options available to circumvent such censorship. The most well-known are a VPN or the

connection via Tor.

In such cases, the argument against a VPN (short for Virtual Private Network) is usually that the user's
Internet activity is still logged by the provider, so that in the worst case scenario it can fall into the hands of

the government. This would make the anonymity provided by VPN a thing of the past.

It is safer (in combination with a VPN) to use the Tor network. This is organized in a decentralized manner
and, if used correctly, anonymous. However, this requires access points that have access to the free Internet.

This is where Snowflake comes into play.

Snowflake is a browser extension for Firefox and Chrome that allows you to make your connection available
with one click. You don't have to worry about which websites the connected person accesses. The connection

cannot be traced back to you (the Snowflake) or to the user.

If you're wondering how you can help people who have limited access to information and news due to
censorship, you can take a closer look and test Snowflake here . You can also find the documentation here,

which provides a little more technical detail




()] Mit Schneeflocken die Revolution im Iran unterstatzen - Juso-Hochschulgruppe Freiburg — Tor Browser A -DOXx

& Mit Schneeflocken die Reve %X | & Support the revolutionin Irar X + ~
C Yl 8 hitpsijuso-hsg-freiburg.de/2022/12/06/mit-schneeflocken-die-revolution-im-iran-unterstuetzen B um % O & L =
Mit Schneeflocken die Revolution im
Iran unterstiitzen
NEUESTE BEITRAGE

Pressemitteilung - ,Dem ewigen
Deutschtum entgegen” (Uni Freiburg)

% ggé&ngg Uniwahlen 2023 - Wir treten an!

JUSO-Kneipentour

Mit SChneeﬂocken die Heraus zum 8. Marz! Auch in der
Proteste im Iran Wissenschaft
untersfﬁfzen! Mit Schneeflocken die Revolution im Iran

unterstitzen

Wie ihr mit dem Programm
"snowflake" die Zensur im Iran
bekampfen konnt:

W/ AN

Als Juso Hochschulgruppe Freiburg stehen wir solidarisch zu allen mutigen Protestierenden



()] Support the ion in Iran with Juso University Group Freiburg — Tor Browser

& Mit Schneeflocken die Reve X | & Support the revolution in lrar X | +

C Yl 8 @ hitps#juso-—-hsg--freiburg-de translate.goog/2022/12/06/mit-schneeflocken-die-revolution-im-iran-unterstuetzen/?_x_tr_sl=auto&_x_tr_tl=en&_x

In the fight against the suppression of the protests, everyone can support the
revolutionaries alongside expressions of solidarity and political activity. The
organization of the protesters takes place largely via the Internet. This is precisely
why the Iranian regime has been blocking free access to the Internet and
establishing strict censorship for months.

Free access to the Internet is therefore central to the success of the protests. With
the browser extension “snowflake”, people whose access to the Internet is not
blocked can help those affected by censorship. With “Snowflake” a digital bridge to
free internet access is being built. The more often “snowflake” is installed as a
browser extension, the more people can avoid government censorship. The tool not
only helps the protesters in Iran, but also all people in the world affected by
censorship. For example in Russia or China. According to many data security
experts, “snowflake” is safe for all users thanks to its encryption.

“Snowflake” is part of the international non-commercial “Tor Project”, which
promotes free and anonymous access to the Internet.

You can easily download, install and activate the “Snowflake” extension for your
browser here and find out more about the background. You can also find a
journalistic classification from Bayerischer Rundfunk here and from “heise online”
here .
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Tor Overview

Online anonymity: open source, open network
Community of devs, researchers, users, relay operators
US 501(c)(3) non-profit organization with 50ish staff
Estimated 2,000,000 to 8,000,000 daily users

Part of larger ecosystems: internet freedom, free
software, censorship resistance, anonymity research
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Communications Metadata

.
“We Kill People Based on Metadata.”

—Michael Hayden, former director, NSA.
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Anonymity is different for each use case

Anonymity

Private Citizens

/
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Anonymity is different for each use case

Anonymity

Private Citizy \B)usinesses
It’s network
g =
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Anonymity is different for each use case

Governments

It’s traffic-analysis
resistance!

Anonymity

Private Citizy \B)usinesses
It’s network
g

15



Anonymity is different for each use case

Governments Human Rights Activists

' It’s reachability!
N
\ / \

Anonymity

Private Citizens Businesses
/ \ It’s network
% security!

It’s traffic-analysis
resistance!
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Equivalent to most commercial proxy/VPN providers.
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A Simple Design
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Timing analysis lets an observer match up connections.
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The Tor Design

Alice

Anonymity Network
Multiple relays so no single relay can link Alice to Bob.
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The Tor Project - https://metrics.torproject.org/
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Tor’s safety comes from diversity

1. Diversity of relays. The more relays we have and the
more diverse they are, the fewer attackers arein a
position to do traffic confirmation.

2. Diversity of users and reasons to use it. 50000 users
in Iran means almost all of them are normal citizens.
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Ways to volunteer in the Tor network

- Exit relays
- Non-exit relays
- Unlisted bridges (for censorship)

- Pluggable transport components like Snowflake
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Privacy is essential for freedom of learning

At-risk populations, including in Europe, who need
freedom from tracking/surveillance in order to be
comfortable participating on the internet
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These values are part of larger discussions

Privacy rights are tied to bigger societal decisions:

- data retention

- can citizens be trusted with end-to-end encryption
- should journalists be able to protect their sources

- internet blocking, commercial spyware, human rights

25



Switzerland hosts Tor exits relays

«Freedom of research
and teaching is guaranteed»

—Article 20, Federal Constitution of the Swiss
Confederation
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And Switch isn’t alone

SURF (Netherlands), SUNET (Sweden), GRNET (Greece),
DEIC (Denmark), CARNET (Croatia) host or run Tor
relays in similar ways.

And individual universities in Austria, Belgium,
England, Germany, Netherlands, Romania, Sweden run
relays too.
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Why relays at universities?

Education: hands-on cyber-security experience;
teaching students about civil society; helping refine
privacy advocacy skills.
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Why relays at universities?

Education: hands-on cyber-security experience;
teaching students about civil society; helping refine
privacy advocacy skills.

Community: Connecting student groups to professors;
supporting freedom of speech and freedom of learning;
and increasing the capacity of the Tor network.
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Why relays at universities?

Education: hands-on cyber-security experience;
teaching students about civil society; helping refine
privacy advocacy skills.

Community: Connecting student groups to professors;
supporting freedom of speech and freedom of learning;
and increasing the capacity of the Tor network.
Research: Helping the Tor network stay strong so
people can use it for research; attracting good students;

giving researchers access to their own Tor relay.
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Policy/society decisions

Tor relays in your country? Exit relays?
Tor relays run at universities? At your NREN?

Students in your country / at your university able to
connect to the Tor network?

Webservers in your country / at your university willing
to serve content to Tor users?
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Calls to action

Understand the risks of centralized architectures

Participate in privacy / censorship research:
https://petsymposium.org/
https://foci.community/

both in Bristol (England) (+ virtual) in July

Help relays, bridges, and snowflakes in your country

Protect freedom of research, learning, and teaching
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