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Tor Overview

Online anonymity: open source, open network
Community of devs, researchers, users, relay operators
US non-profit organization with 50ish staff

Estimated 2,000,000 to 8,000,000 daily users

Part of larger ecosystems: internet freedom, free
software, censorship resistance, anonymity research
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Anonymity isn’t Encryption

Alice Bob
q e RG9uJ3diXN1IGJthUZNCme3IgZW5jcnldelvb‘i4. ..

2z (M \

N U 7

e
)

Encryption just protects contents.



Communications Metadata

.
“We Kill People Based on Metadata.”

—Michael Hayden, former director, NSA.



@ Attorney General Bill Barr Will Ask Zuckerberg To Halt Plans For End-To-End Encryption Across Facebook's Apps - Tor Browser o Bled

(@ Attorney General Bill Barr V' X | +

&« C | @ & hitps:/wwav buzzfeednews com/article/ryanmac/bill-barr-facebook-letter-halt-encryption B (um @ ¥

&

TECH

Attorney General Bill Barr Will Ask
Zuckerberg To Halt Plans For End-To-End
Encryption Across Facebook's Apps

"We are writing to request that Facebook does not proceed with its plan to implement end-to-end encryption across its
messaging services without ensuring that there is no reduction to user safety."

Ryan Mac Joseph Bernstein
BuzzFeed News Reporter BuzzFeed News Reporter

Last updated on October 3, 2019, at 3:28 p.m. ET
Posted on October 3, 2019, at 1:36 p.m. ET
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UK urges Meta not to roll out end-to-end encryption on Messenger and Instagram | Reuters — Tor Browser
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UK urges Meta not to roll out end-to-end
encryption on Messenger and Instagram

By Paul Sandle
September 19, 2023 11:09 PM UTC - Updated 6 months ago [n] Aa <:
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Anonymity is different for each use case

Anonymity

Private Citizens
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Anonymity is different for each use case
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Anonymity is different for each use case

Governments

It’s traffic-analysis
resistance!
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Anonymity is different for each use case

Governments Human Rights Activists

' It’s reachability!
N
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Anonymity

Private Citizens Businesses
/ \ It’s network
% security!

It’s traffic-analysis
resistance!
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Equivalent to most commercial proxy/VPN providers.
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A Simple Design
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Timing analysis lets an observer match up connections.
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The Tor Design

Alice

Anonymity Network
Multiple relays so no single relay can link Alice to Bob.
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I’m a political activist, part of a semi-criminalized minority.
In my younger years | entered the public debate openly, and
as a result got harassed by government agencies. | later tried
to obfuscate my identity, but | found that my government has
surprisingly broad powers to track down dissidents.

Only by using anonymizing means, among which Tor is key, can
| get my message out without having police come to "check my
papers" in the middle of the night. Tor allows me freedom to
publish my message to the world without being personally
persecuted for it.

—Anonymous Tor User
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I’m a doctor in a very political town. | have patients who
work on legislation that can mean billions of dollars to major
telecom, social media, and search concerns.

When | have to do research on diseases and treatment or look
into aspects of my patients’ histories, | am well aware that my
search histories might be correlated to patient visits and leak in-
formation about their health, families, and personal lives. | use
Tor to do much of my research when | think there is a risk of
correlating it to patient visits.

—Anonymous Tor User
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® Authorities reportedly ordered Google to reveal the identities of some YouTube videos' viewers — Tor Browser PO
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Authorities reportedly
ordered Google to reveal the
identities of some YouTube
videos' viewers

You apparently don't have to do anything illegal for law
enforcement to ask for your Google data.

Mariella Moon
Contributing Reporter &
Sat, Mar 23,2024, 8:00 AMMDT - 2 min read
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Facebook gave police their private data. Now, this duo face abortion charges | US news | The Guardian — Tor Browser

{J Ola Bini declared innocent: ¥
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Facebook gave police their private data.
Now, this duo face abortion charges

Johana

Experts say it

Bhuiyan

underscores the importance of encryption and

minimizing the amount of user data tech companies canstore
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The Tor Project - https://metrics.torproject.org/
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Tor’s safety comes from diversity

1. Diversity of relays. The more relays we have and the
more diverse they are, the fewer attackers arein a
position to do traffic confirmation.

2. Diversity of users and reasons to use it. 50000 users
in Iran means almost all of them are normal citizens.
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Tor Browser

@ Explore. Privately.

You're ready for the world's most private browsing experience.




(@ A Study on Private Browsin X | =

A Study on Private Browsing - Alt.pages - Private_Browsing. pdf - Tor Browser

&) C @@ hipsiiduckduckgo.com/downioad/Private_Browsing. pdf

76% of Americans who use Private Browsing mode cannot

accurately identify the privacy benefit it provides.

75.8 +2.2% of people who use Private Browsing mode cannot accurately identify the
privacy benefit it provides. Of that group, 66.5 +2.5% overestimate the protection that
Private Browsing provides.

Awareness of Private Browsing Privacy Protections (USA)

Correctly Identify
24.9%

Overestimate
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WHICH WEBSITE WOULD
YOU LIKE TO SEE?

| DON'T WANT
YOU TO KNOW
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@SKELETON_CLAW

WHAT ABOUT TELLING
MR. INCOGNITO?
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SKELETONCLAW.COM
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Transparency for Tor is key

« Open source / free software
« Public design documents and specifications
« Publicly identified developers
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Transparency for Tor is key

Open source / free software

Public design documents and specifications

Publicly identified developers

Not a contradiction: privacy is about choice!
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Technology is not neutral

Power imbalances are central to Tor: it’s more useful to
vulnerable people than those who already have power.

Technology is inherently political!
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Running: Tests Networks Data Usage
i Web Connectivity Test #160.8 MB.
Websites 6 8 *+06MB
Test the blocking of websites
fierTests AllTests =
JUNE 2019
@ websites 1 0blocked
A53292 - Tele Danmark Ol
Instant Messaging MARCH 2019
Test the blocking of instant messaging| [ yep— Wobloaed
AS44034 - Hi3G Access AB M
FEBRUARY 2019
¥ Performance 8 33Mops
AS44034 - Hi3G Access AB ‘; e
1811, 160p
Performance 21819, 1902
Test your network speed and ® websites !
AT ASA4034 - Hi3G Access AB Qr=z
Estimated time left: @ Middieboxes @ ot detected
106 seconds AS44034 - HI3G Access AB
2101, 1858
@ widdieboxes @ ot detected
Middleboxes ‘web_connectivity: starting hitp_request to http://www.csein. AS3292 - Tele Danmark
[=1] o -3 (=1} 9 ]




e
his ste s blocked

lylol adani
P i
st B Ao el st Bpaisn e X e g S e g )
: P8y e ey e
‘ Sluio 80339 83 Jelgil Akusy COSIM A5 S L BT
8 it i 3 3 et . ] o e vty ke, T ot s
et ch - i o the puo

ek Access Management Poliy.

Surf Safely! A 3 = BN

“This website is not accessible n the UAE. i e )

W), plsse il in and subimit the Feg

The nerne s 3 pometul medium o ccmmanicaton, shrig and

Access Denied

14300 beive the webste you ae rying t acess does notcontin
clickhere,

anysuchcoment.plesse .
sur request was denied because of its content categorization: “Computers Intemet; Proxy Avoidg

sl pSlsll e sl ghsal lis wonor 2 Jsall s
o 5 gl g5l i 553 g UnbloCK W@l ZaiCOM 35,1 sl e Uy ] s st A oy

Sorry, the requested page is
unavailable.

.,(..,I N e a3 Ji- A el o Dear Customer: This site ha|
mod " "

1f you believe the requested page should not be. w33 U gl iy daanll of
blocked please click here. Lid baall

P
‘st sessa il a3 B
i

c = Blocked URL

Site Blocked sshno adgall

wasiy : B

et st o ot s

34



Pluggable transports

— [ obfsproxy client | CENSOR | [ obfsproxy server




Snowflake pluggable transport

Snowflake makes your traffic look like a WebRTC
(zoom, jitsi, skype, signal, etc) call, and those are
allowed in many parts of the world.

People can volunteer as Snowflake proxies simply by
installing an extension in their browser.

The resulting volume and variety of volunteers gives us
more options on how to distribute them to users.
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Daily snowflake users
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Average simultaneous users

100,000
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Daily Snowflake users in 2022
Snowflake blocking in Iran

Tor blocking in Russia
Unblocking in Russia
Experiments with

load-balancing
Snowflake bridge Protests in Iran

New bridge hardware
/

Unblocking in Iran
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2022 2023
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“TCSI Hidden Services: 5

Step 5: Bob connects to m

the Alice's rendezvous
point and provides her
one-time secret. =

Allce

S Tor cloud
A Tor circuit
Intreduction points

2 rubiic key
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\cookie | One-time secret

Rendezvous point
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Onion service properties

Self authenticated
End-to-end encrypted
Built-in NAT punching

Limit surface area

No need to “exit” from Tor
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facebook

1 Million People use Facebook
over Tor

£=.; FACEBOOK OVER TOR - FRIDAY, APRIL 22, 2016 &

People who choose to communicate over Tor do so for a variety of reasons
related to privacy, security and safety. As we've written previously it's
important to us to provide methods for people to use our services securely -
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Previous Home Next

Leveraging the Tor Network to circumvent
blocking of BBC News content

Wednesday 30 October 2019, 8:18

T r__ Abdallah al-Salmi
- | " Strategy Analyst, BBC News

Tagged with: BBC News, BBC World Service, Media Dist ion, Public Service

S COMMENTS

The BBC World Service's news content became available on the Tor Network last week ina
move that attracted wide media attention.

The decision to go ahead with setting this service up came at a time when BBC News is either
blocked or restricted in several parts of the world.

For example, in Egypt, Iran and China, our audiences are findingit either impossible or difficult
to access our content without the use of a circumvention tool, such as a VPN.

The Tor Network is an overlay network on the internet, which provides increased security and
i resistant to blocking.

About this Blog

Staff from the BBC's online and technology
teams talk about BBC Online, BBC iPlayer,
BBC Red Button and the BBC' digital
services. The blog is reactively moderated.
Your host is Jonathan Murphy.

Follow Technology & Creativity Blog on
Twitter

Blog home
Explore all BBC blogs

Blog Updates

Stay updated with the latest posts from
the blog
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Contact Sales: +1 (888) 274-3482

Keep up to date with Cloudflare's latest news. Subscribe to the Blog.

cLOUDFLARE  The Cloudflare Blog Emall Address

Product News Speed & Reliability Security Serverless Cloudflare Network Developers Deep Dive Life @Cloudflare Q

Introducing the Cloudflare
Onion Service

Tweet
“‘ Mahrud Sayrafi

September 20, 2018 12:00PM
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Ricochet

80e Ricochet

En ligne +
CONNECTE

® Lecteur 1 n
REQUETES

@ John Brooks

® Lecteur

Salut!
Salut Korben !
¢a fonctionne, c'est cool. A qui ai je I'honneur ?
Oui, c'est cool. Je suis un lecteur de ton site, Paul.
enchanté |

j'ai commenté qu'une fois un article sur MarioB4 porté sur
plateforme x86

i
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Tor isn’t foolproof

Opsec mistakes

Browser metadata fingerprints
Browser exploits

Traffic analysis
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Tor

UNIVERSITY
CHALLENGE

| WANT T® RUN A RELAY

YOU'LL NEED TO DO THE FOLLOWING

GET A PRIZE




Calls to action

Understand the risks of centralized architectures

Participate in privacy research, e.g.
https://petsymposium.org/
https://foci.community/

Volunteer as a relay, a bridge, or a snowflake!

Happy to talk more: roger@torproject.org

49



