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Snowflake activity on 1 of 12 bridges
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Snowflake activity reported by back-end server
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number of clients contacting the Snowflake broker
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Reachability testing from inside Iran

Works?
Tor Browser Linux yes
Tor Browser Android yes
Orbot yes
Orbot no
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Reachability testing from inside Iran

Works?
Tor Browser Linux yes ⇐ go 1.17, AES-GCM
Tor Browser Android yes ⇐ go 1.18, AES-GCM
Tor Browser Android yes ⇐ go 1.18, no AES-GCM
Orbot yes ⇐ go 1.17, AES-GCM
Orbot no ⇐ go 1.17, no AES-GCM
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obfs distinguishers

First distinguisher, bit 254 should be randomized because we
should be picking the lower of the two representations, but we
pick either.

Second distinguisher, <details embargoed until Nov 15>.

Two-ish total bits of distinguisher so not the end of the world.

Partly fixed in obfs4proxy 0.0.12, 2021-12-31. Fixed better in
obfs4proxy 0.0.14, 2022-09-04.
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obfs distinguishers

We now have a scanner to assess whether a remote obfs4 bridge
has the bugs.

Many users not yet updated!

Still working on getting a new obfs4proxy deb to bridge volunteers.
We’ll do an awareness campaign once the deb is more available.

One lesson is the fancy provably secure modern crypto gadget
maybe wasn’t better than, say, simple encrypt+xor.
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obfs still one of the best options

Analysis continues of GFW entropy-based flow blocking for a few
destinations.

Current conclusion is that the collateral damage remains too high
to roll out the blocking more widely.

Eric Wustrow has been exploring how much damage these rules
would do on his university network.

Consider that GFW could block Digital Ocean entirely and nobody
would argue.
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[From last time]Centralized probe log collection

• https://gitlab.torproject.org/tpo/
anti-censorship/team/-/issues/54

• First vantage points in China, Turkey, Russia, Ukraine
• Emphasis on more frequent testing because partial (slow)

bootstrap results are more common than we first expected
• Upcoming step: link these probe results to the dynamic bridge

tools, and then the automation really starts to come together
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CDF of time-until-block for China bridges
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End state for each bridge address in China
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End state for each bridge address in Russia
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End state for each bridge address in Turkey
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Status of Turkey bridges over time
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Status of Russia bridges over time
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Status of China bridges over time

50



51



Community bridge reachability, China
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Community bridge reachability, Russia
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Community bridge reachability, Turkey
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Analysis by distribution strategy

44 dynamic bridges given out both via moat (in-browser captcha)
and via telegram+new. 10 given out only via telegram+new.

Tentative results:
• moat mostly blocked in China
• telegram+new mostly working in China
• both classes working in Russia and Turkey

Follow-up question: what about user load on each class of bridge?
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Building block 1

#1: a DPI-resistant point-to-point channel.

That’s obfs4, but it can also be v2ray’s vmess or any similar project.
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Building block 2

#2: a Sybil-resistant sign-up mechanism.

moat/https/gmail buckets are a good start, but Telegram
distributor (with twist) is a better start.

Need to identify resources where (a) individual users probably
have a few but it’s tough for the censor to have many, and (b) it’s
easy to verify in an automated way.

Think “Facebook accounts” or “friends on Twitter”
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Building block 3

#3: a way to establish ground-truth about a suspected-blocked
bridge.
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Building block 4

#4: a large pool of diverse bridge addresses.

(1) the thousands of volunteers who run their own bridges.

(2) automated framework for easily spinning up and down bridge
images on popular cloud providers.

(3) Conjure pools?
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Building block 5

#5: a robust signaling channel.

Need some bidirectional channel that will reliably work, i.e. that
censors won’t want to block even when they know the details of
how it works.

It’s fine if it’s low-bandwidth and not-great-latency.

Domain fronting through Fastly; proxy through Google AMP cache;
tunnel through DoH or email.
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Milestone 1: Tor Browser automation

Tor Browser uses the signaling channel to learn the
recommendations for your country.

It fetches a json file with an ordered list of which pluggable
transports and which bridge distribution strategies are expected to
work best in each country.

Then Tor Browser walks the user through trying them.
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Milestone 2: Bridge “subscription” model

With Tor Browser automation, next step use the signaling channel
to ask for a replacement bridge.

The subscription model is a key building block for future plans:

• auto replace bridges that go down
• fast flux bridges that get blocked
• reputation-based bridge distribution schemes like Salmon

For first two, client sends hash-of-bridge-fingerprint to prove
knowledge of bridge. For Salmon/Lox, it’s a cryptographic identity.
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Need to complete the feedback loop

With the “vantage point”, “subscription model”, “dynamic cloud
bridges”, and “signaling channel” building blocks, the next step is
to complete the feedback loop: we need to auto notice that bridges
have been blocked, and auto replace the bridge for the user.

At the client side: When exactly should Tor Browser launch a bridge
refresh attempt? How to distinguish from simple network failure.

At the service side: use heuristics for prioritizing which bridges to
test from our sensitive vantage points, so we only risk a scan when
it’s probably blocked.
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Get really good at knowing when bridges go o�line

Scanning for ‘down’ is a di�erent race than scanning for ‘blocked’,
but getting really good at the former can help the latter.

Data sources:
• Self-reported usage data from bridge extrainfo descriptors
• Client-initiated bridge replacement requests to rdsys
• Better bridgestrap designs to quickly detect bridges going

o�line
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Milestone 4: Trust-based distribution (1/2)

(designs like Salmon, rBridge, Hyphae, Lox)

With Tor Browser doing background connections to maintain your
bridges, now rather than just replacing bridges when they die,
instead track whether the bridges you gave somebody got blocked.

Get rid of users whose bridges tend to get blocked, and reward
users whose bridges last a long time.
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Milestone 4: Trust-based distribution (2/2)

Need to pick the right parameters so good users get enough
bridges yet bad people can’t find too many.

Salmon lets trusted users invite friends to higher trust levels; if a
user misbehaves blame their sponsor too. But...privacy-preserving
social graph management? Lox?

This is where the arms race needs to go: focus on exploiting
asymmetries against well-funded censors.
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Race follow-up roadmap
(1) Understand where we are censored and react to it
• design and implement subscription model
• use it to auto-replace broken bridges for Tor Browser users

(2) Strengthen Snowflake
• instrument each layer to better understand usage
• redundancy of components, look at protocol-level attacks

(3) Make our tooling more agile
• redesign the bridge assignment / snowflake assignment code
• staging (sandbox) environments and continuous integration
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