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Snowflake activity reported by back-end server

7



8



9



10



number of clients contacting the Snowflake broker
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Reachability testing from inside Iran

Works?
Tor Browser Linux yes
Tor Browser Android yes
Orbot yes
Orbot no
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Reachability testing from inside Iran

Works?
Tor Browser Linux yes ⇐ go 1.17, AES-GCM
Tor Browser Android yes ⇐ go 1.18, AES-GCM
Tor Browser Android yes ⇐ go 1.18, no AES-GCM
Orbot yes ⇐ go 1.17, AES-GCM
Orbot no ⇐ go 1.17, no AES-GCM
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obfs distinguishers

First distinguisher, bit 254 should be randomized because we
should be picking the lower of the two representations, but we
pick either.

Second distinguisher, <details embargoed until Nov 15>.

Two-ish total bits of distinguisher so not the end of the world.

Partly fixed in obfs4proxy 0.0.12, 2021-12-31. Fixed better in
obfs4proxy 0.0.14, 2022-09-04.

24



Dynamic bridge reachability experiment

44 dynamic bridges given out both via moat (in-browser captcha)
and via telegram+new. 10 given out only via telegram+new.

Tentative results:
• moat mostly blocked in China
• telegram+new mostly working in China
• both classes working in Russia and Turkey

Follow-up question: what about user load on each class of bridge?
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