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Challenging the censorship legally
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Snowflake volunteers by NAT type
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Turkmenistan (1/2)

They block many cloud networks by IP address (!) so
many circumvention components, including fastly and
many cloud obfs4 bridges, are not reachable.

They filter most destination ports internet-wide,
including default ports of Snowflake’s STUN servers.
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Turkmenistan (2/2)

We’ve been running a set of private port 8080 obfs4
bridges on residential addresses, reliably serving a
community of human rights defenders.

We set up an experimental STUN server listening on
port 8080 on a residential address, and users in-country
could get farther on the Snowflake handshake.
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Lox: reputation-based bridge distribution

“Lox: Protecting the Social Graph in Bridge
Distribution” paper upcoming at PETS 2023

We’ve been collaborating with the Lox author to
experiment with integrating Lox into Tor Browser

Leveraging the “building blocks for reputation-based
bridge distribution” work from Defcon 2022 talk
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Snowflake over the RACE years (1/2)
Started as a “good idea” prototype with ∼ 0 users

Switched from Chrome’s libwebrtc to go-pion so we can
have clients on Windows and Android

(and fixed some pion dtls distinguishers)

Developed NAT self-detection and NAT pairing
algorithms

Built a broad community of volunteer snowflakes
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Snowflake over the RACE years (2/2)
Modular design that fits on internet or on RACE testbed

End-to-end reliability layer from Turbotunnel, KCP

From one volunteer server to two dedicated 10gbit
servers; changed protocol so the client can specify

AMP Cache on Orbot as alternative to domain fronting,
for signaling

Public metrics data!
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meek over the RACE years

Domain fronting was supposed to go away years ago.

Still kind of precarious? Both from service side and
from censor side—and they’re related.

meek helped us see the power of a signaling channel.
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obfs4 over the RACE years

Continues to work pretty much everywhere—better
than it ‘should’.

We found and fixed some theoretical distinguishers.

“Long tail” based tra�ic generation designs highlight
the limitations of analysis in controlled testbeds.

We sure are excited about UPGen!
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