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Bridge users by transport from Russia
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the censorship legally

lOpuanyeckasn komaHaa «PockoMCBOBOAbI» Tenepk NpecTas/seT UHTepecs opraHusauyun The Tor Project B Poccuu. Hawum opucTbl
obxaUtytoT 6r10KMPOBKY MHCTPYMEHTa Ha TeppuTopum cTpatbl. MoapoGHee 06 3TOM vuTaiiTe Ha caliTe KamnaHWUm.

«PockomcBo60aa» OT UMEHI aMepruKkaHCKoi 06LecTBeHHoIA opraHnzaumun The Tor Project Inc. o6xanyeT 610KMpoBKy caiita
aHoHUMHoro Gpaysepa B Poccuu.https://t.co/GN8897ITpp

— KommepcaHnTh (@kommersant) January 24, 2022

Hanomuum, B fekabpe 2021 ropa B Poccun 3abnokuposanu caitt Tor Project, a Takke ny6nunuHbIe Npokcu-cepeepsb! (y3nbl) u
HEKOTOpbIE MOCTbI (HeNy6/IMYHbIe PETPAHCNATOPDLI B CeTb Tor). POpMasIbHON NPUUUHOI NOC/YXNM0 PelueHne capaToBekoro
palionHoro cyaa ot 2017 rofa B cOOTBETCTBUM CO CT. 15.1 3akoHa «O6 uHchopmMaLmm». [laHHOE pelLleHre He KacaeTcs Kakoro-To
onpefieNnéHHOro KOHTEHTA, B €70 OCHOBaHNM JIEXUT NpoBepKa NpoKyparyphbl, KOTopas ycTaHoBWNa, YTO Ha caiiTe npoekTa Tor ecTb
BO3MOXHOCTb [ «CKa4MBaHWA nporpaMmmbl bpaysepa-aHoHMMalisepa A5 NocAefyoLLEro NoceLleHus caliTos, Ha KOTopbIX
pasmMeLLeHbl MaTepuarsl, BKIIOYEHHbIE B DejjepasbHblii CIMCOK SKCTPEMUCTCKUX MaTepUasioB».

«PockoMcBO60Aa» CUMTAET, UTO pelleHne cya ABNAETCA He3aKoHHbIM 1 NOANEXaLLYM OTMEHE N0 CAeAYOLLUM NPUYMHaM:

1. pelueHmne HapyllaeT KOHCTUTYLMOHHOE NpaBo Ha CBOGOAHOE NMpefocTaBaeHue, NoNyYeHue 1 pacnpocTpaHeHe uHchopMaLym |
3aLMTY TalHbl YACTHO XN3HK;

~



Russia

@ NI Web Connectivity Test, www.tor project.org
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Average simultaneous users

Top 5 countries with the most Snowflake users by day
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[P Open  IRC Tip about Signature used to block Snowflake in Russia, 2022-May-16

D David Fifield @dcf - Apr 5, 2023, 10:50 AM owner ® O ¢
The "skip Hello Verify Request" change was merged into Tor Browser in tpo/applications/tor-browser-build!637 (merged) and
released in Tor Browser 12.0.3 on 2023-02-15. The change has so far only been in a beta releases of Orbot, starting with 17.0.0-
BETA-2-t0r.0.4.7.11 on 2023-03-15 (here is the commit that upgrades Snowflake to v2.5.1in the IPtProxy dependency).

Since the release of Tor Browser 12.0.3 on 2023-02-15 there has been an increase in users from Russia on both bridges. The dip on
2023-02-16 is fake: it was caused by an unrelated bridge restart. The chaoticness of of the low-high range between 2023-02-15 and

2023-03-22 | cannot explain except that it correlates with a time when the bridges were accidentally running with lower conntrack
limits.

Snowflake users in Russia
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Average simultaneous users
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Directly connecting users from Ukraine
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Bridge users from Iran
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Average simultaneous users
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Average simultaneous users
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Closed Blocking of cdn.sstatic.net by SNIin Iran, 2023-01-16 to 2023-01-24 and sporadically thereafter

https://explorer.ooni.org/chart/mat?probe_cc=IR&test_name=web_connectivity&domain=cdn.sstatic.net&
since=2023-01-08&until=2023-02-08&axis_x=measurement_start_day

Iran

Web Connectivity Test, cdn.sstatic.net
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Snowflake volunteers by NAT type
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Distribution of Snowflake proxies March 30 2023

Unique Snowflake proxy IPs
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Turkmenistan (1/2)

They block many cloud networks by IP address (!) so
many circumvention components, including fastly and
many cloud obfs4 bridges, are not reachable.

They filter most destination ports internet-wide,
including default ports of Snowflake’s STUN servers.
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Turkmenistan (2/2)

We’ve been running a set of private port 8080 obfs4
bridges on residential addresses, reliably serving a
community of human rights defenders.

We set up an experimental STUN server listening on
port 8080 on a residential address, and users in-country
could get farther on the Snowflake handshake.
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Lox: reputation-based bridge distribution

“Lox: Protecting the Social Graph in Bridge
Distribution” paper upcoming at PETS 2023

We’ve been collaborating with the Lox author to
experiment with integrating Lox into Tor Browser

Leveraging the “building blocks for reputation-based
bridge distribution” work from Defcon 2022 talk
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Snowflake over the RACE years (1/2)

Started as a “good idea” prototype with ~ 0 users

Switched from Chrome’s libwebrtc to go-pion so we can
have clients on Windows and Android

(and fixed some pion dtls distinguishers)

Developed NAT self-detection and NAT pairing
algorithms

Built a broad community of volunteer snowflakes
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Snowflake over the RACE years (2/2)

Modular design that fits on internet or on RACE testbed

End-to-end reliability layer from Turbotunnel, KCP

From one volunteer server to two dedicated 10gbit
servers; changed protocol so the client can specify

AMP Cache on Orbot as alternative to domain fronting,
for signaling

Public metrics data!
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meek over the RACE years

Domain fronting was supposed to go away years ago.

Still kind of precarious? Both from service side and
from censor side—and they’re related.

meek helped us see the power of a signaling channel.
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obfs4 over the RACE years

Continues to work pretty much everywhere—better
than it ‘should’.

We found and fixed some theoretical distinguishers.

“Long tail” based traffic generation designs highlight
the limitations of analysis in controlled testbeds.

We sure are excited about UPGen!
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