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Tor Overview

Online anonymity: open source, open network

Community of devs, researchers, users, relay operators

US 501(c)(3) non-profit organization with 50ish sta�

Estimated 2,000,000 to 8,000,000 daily users

Part of larger ecosystems: internet freedom, free
so�ware, censorship resistance, anonymity research
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{What can the attacker do?}
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Anonymity isn’t Encryption
Alice Bob

...RG9uJ3QgdXNlIGJhc2U2NCBmb3IgZW5jcnlwdGlvbi4...

Gibberish!

Encryption just protects contents.
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Communications Metadata

"We Kill People Based on Metadata."

—Michael Hayden, former director, NSA.
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Anonymity is di�erent for each use case
Anonymity

Private Citizens
It’s privacy!
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Anonymity is di�erent for each use case

Anonymity

Governments
It’s tra�ic-analysis

resistance!

Human Rights Activists

It’s reachability!

Private Citizens
It’s privacy!

Businesses

BP

It’s network
security!
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A Simple Design

Relay
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Equivalent to most commercial proxy/VPN providers.
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A Simple Design
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A Simple Design
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Timing analysis lets an observer match up connections.
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The Tor Design

Anonymity Network
Alice Bob
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Multiple relays so no single relay can link Alice to Bob.
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I’m a political activist, part of a semi-criminalized minority.
In my younger years I entered the public debate openly, and
as a result got harassed by government agencies. I later tried
to obfuscate my identity, but I found that my government has
surprisingly broad powers to track down dissidents.

Only by using anonymizing means, among which Tor is key, can
I get my message out without having police come to "check my
papers" in the middle of the night. Tor allows me freedom to
publish my message to the world without being personally
persecuted for it.

—Anonymous Tor User
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I’m a doctor in a very political town. I have patients who
work on legislation that can mean billions of dollars to major
telecom, social media, and search concerns.

When I have to do research on diseases and treatment or look
into aspects of my patients’ histories, I am well aware that my
search histories might be correlated to patient visits and leak in-
formation about their health, families, and personal lives. I use
Tor to domuch of my research when I think there is a risk of
correlating it to patient visits.

—Anonymous Tor User
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Tor’s safety comes from diversity

1. Diversity of relays. The more relays we have and the
more diverse they are, the fewer attackers are in a
position to do tra�ic confirmation. Research problem:
How do we measure diversity over time?

2. Diversity of users and reasons to use it. 50000 users
in Iran means almost all of them are normal citizens.
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Transparency for Tor is key

• Open source / free so�ware
• Public design documents and specifications
• Publicly identified developers

• Not a contradiction: privacy is about choice!
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Technology is not neutral

Power imbalances are central to Tor: it’s more useful to
vulnerable people than those who already have power.

Technology is inherently political!
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Snowflake pluggable transport

Snowflake makes your tra�ic look like a WebRTC
(zoom, jitsi, skype, signal, etc) call, and those are
allowed in many parts of the world.

People can volunteer as Snowflake proxies simply by
installing an extension in their browser.

The resulting volume and variety of volunteers gives us
more options on how to distribute them to users.

31



32



Arms races

Censorship arms race is bad

Surveillance arms race is worse

...and centralization of the internet makes it worse still
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Censorship implies surveillance

Recurring theme where western companies build the
oppression tools

Censorship becoming more widespread in the west
(e.g. RT.com in europe)

over-there-istan
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Onion service properties

• Self authenticated
• End-to-end encrypted
• Built-in NAT punching
• Limit surface area
• No need to “exit” from Tor
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Dark Web

Onion services

Online criminal activity Unindexed websites

The "Dark Web" as popularly depicted
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Onion services

Online criminal activity Unindexed websites

Dark web?

Scale also matters
52



OnionShare
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Ricochet
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Tor isn’t foolproof

• Opsec mistakes
• Browser metadata fingerprints
• Browser exploits
• Tra�ic analysis
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The crypto wars

We should take as many lessons as we can from the
https win.

If you hear that NSA stores encrypted tra�ic for longer,
what do you do?
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Calls to action

Understand the risks of centralized architectures

Fight the slippery slope that is internet censorship

Participate in privacy / censorship research, e.g.
https://petsymposium.org/
https://foci.community/

Volunteer as a relay, a bridge, or a snowflake!
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