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Tor Overview

Online anonymity: open source, open network
Community of devs, researchers, users, relay operators
US 501(c)(3) non-profit organization with 30ish staff
Estimated 2,000,000 to 8,000,000 daily users

Part of larger ecosystems: internet freedom, free
software, censorship resistance, anonymity research



2002- Research with U.S. Naval Research Lab.

2004 Sponsorship by Electronic Frontier Foundation.
2006 The Tor Project, Inc. became a non-profit.

2007 Expansion to anti-censorship.

2008 Tor Browser development.

2010 The Arab spring.

2013 The summer of Snowden.

2018 Dedicated anti-censorship team created.



Threat Model
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Anonymity isn’t Encryption
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Encryption just protects contents.
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Communications Metadata

.
"We Kill People Based on Metadata."

—Michael Hayden, former director, NSA.
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Anonymity is different for each use case

Anonymity

Private Citizens
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Anonymity is different for each use case
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Anonymity is different for each use case

Governments

It’s traffic-analysis
resistance!
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Anonymity is different for each use case

Governments Human Rights Activists

' It’s reachability!
N
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Anonymity

Private Citizens Businesses
/ \ It’s network
% security!

It’s traffic-analysis
resistance!
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Equivalent to most commercial proxy/VPN providers.
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A Simple Design
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Timing analysis lets an observer match up connections.
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The Tor Design

Alice

Anonymity Network
Multiple relays so no single relay can link Alice to Bob.
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Total relay bandwidth
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The Tor Project - https://metrics.torproject.org/
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About Tor x4

C @ TorBrowser Search with DuckDuckGo or enter address

) New to Tor Browser?
Let's get started.

Explore. Privately.

You're ready for the world’s most private browsing experience.

Search with DuckDuckGo

Tor is free to use because of donations from people like you. Donate Now »
Questions? Check our Tor Browser Manual »

& Get the latest news from Tor straight to your inbox. Sign up for Tor News. »

“The Tor Project is a US 501(c)(8) non-profit organization advancing human rights and freedoms by creating and deploying free and open source anonymity and
privacy technologies, supporting their unresiricted avalabiity and use, and furihering their scientific and popular understanding. Get Involved »

il O & =

Tor Browser 11.5
View Changelog
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Transparency for Tor is key

« Open source / free software
« Public design documents and specifications
« Publicly identified developers
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Transparency for Tor is key

Open source / free software

Public design documents and specifications

Publicly identified developers

Not a contradiction: privacy is about choice!
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Bridges, for IP address blocking

The Tor network is made up of 7000 public relays, but
the list is public and you can just fetch it and block
them by IP address.

So, we have unlisted relays called “bridges” and there is
a cat-and-mouse game where users try to get a bridge
that the censor didn’t already find.
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Pluggable transports, for DPI blocking

Protocol-level arms race too: the Tor protocol looks
mostly like TLS, but only if you don’t look too carefully.

Rather than perfectly mimicking Firefox+Apache, our
“pluggable transports” design aims for modularity:

Tor’s three-hop path provides the privacy, and you can
plug in different transports that transform the first link’s
traffic into flows that your censor doesn’t block.

25



obfs4 pluggable transport

obfs4 is still the core most successful transport.

It simply adds a new layer of encryption on top, so
there are no recognizable headers or formatting at the
content layer.

The idea is that automated protocol classifiers won’t
have any good guesses, so censors are forced to either
block all unclassified traffic or allow it all through.

26



Snowflake pluggable transport

Snowflake makes your traffic look like a WebRTC
(zoom, jitsi, skype, signal, etc) call, and those are
allowed in many parts of the world.

People can volunteer as Snowflake proxies simply by
installing an extension in their browser.

The resulting volume and variety of volunteers gives us
more options on how to distribute them to users.
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meek pluggable transport

Domain fronting: Makes https request to a shared cloud
service (azure, fastly, etc), and tunnels traffic inside it

Outer layer says the SNI (Server Name Indicator) of a
popular site, but inner layer has a different Host: header

Have to pay cloud prices for the bandwidth :(, so not
great for proxying full traffic flows
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Matchin es to users who need them

Divide obfs4 bridges into distribution buckets, where
each bucket relies on a different scarce resource to
rate-limit how many bridges the censor can get.

« https (get a few bridges based on your IPv4 /16)

 gmail (get a few bridges based on your username)

« moat (Tor Browser makes a domain-fronted
connection, presents a captcha in-browser, and

auto-populates your bridge settings).
29



Matchin es to users who need them

and Snowflake has a similar “broker” service that
matches up Snowflake users to Snowflake volunteers.
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Russia, December 2021

Some ISPs blocked (a) the public Tor relays, (b)
meek-azure domain fronting, (c) Tor Browser’s default
obfs4 bridges, (d) some moat-distributed obfs4 bridges,
(e) the Snowflake protocol.

A week later we got an actual legal notice that the Tor
website was evil and they were going to censor it. Then
they did.
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Directly connecting users from Russia

300 000 -

200 000 -

100 000~

2021-12-05 2021-12-12 2021-12-19 2021-12-26

The Tor Project - https://metrics.torproject.org/ 33



Bridge users from Russia
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File filter v Conversations ~ Jumpto~ £33~

Only include supported_groups extension for client ¢ Prev Next y

According to https://www.rfc-editor.org/rfc/rfc8422.html#section-5.1
this extensions are only sent in the ClientHello message of the TLS

handshake .
t;‘_l? cohosh committed on Dec 8, 2021  Unverified commit 2f8ef4e48879f1129b3432c9ach4d2f4aad8049e
v -} 11 EEEE flight4handler.go (O
L @@ -189,14 +189,9 @@ func flight4Generate(c flightConn, state *State, cache *handshakeCache, cfg *han
189 189 i)
190 190 3
191 191 if state.cipherSuite.AuthenticationType() == CipherSuiteAuthenticationTypeCertificate {
192 - extensions = append(extensions, []extension.Extension{
193 - &extension.SupportedEllipticCurves{
194 - EllipticCurves: []Jelliptic.Curve{elliptic.X25519, elliptic.P256, elliptic.P384},
195 - 3
196 - &extension.SupportedPointFormats{
197 - PointFormats: []Jelliptic.CurvePointFormat{elliptic.CurvePointFormatuncompressed},
198 - 3
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m [Russia] Some ISPs are blocking Tor

@

Roger Dingledine @arma - 2 months ago Reporter (& (3D 2 ¢
| did some investigations on the meek-azure blocking today. We first thought that they blocked
ajax.aspnetcdn.com by SNI (which would have been bad enough for collateral damage), but it turns out they
blocked the whole IP address 152.199.19.160, which is what domains like ajax.aspnetcdn.com,
clientlogin.cdn.skype.com, and many many others resolve to in that region of the world.

| set a line in /etc/hosts to resolve ajax.aspnetcdn.com to a different azure IP address (not really practical as a
suggestion for users, but good for doing the test), and meek-azure connected successfully from behind the
censorship.

Then @anadahz suggested | try www.santorini-view.com as a front, since it resolves to a different address, and it
works as a front out-of-the-box with meek-azure.

« Conclusion 1, Russia was happy to sign up for significant collateral damage here. Wonder if they thought that
through. Maybe they did (see previous run-ins with Russia and domain fronting).

» Conclusion 2, I now believe it makes sense to load up the meek-azure line with a variety of front domains to
round-robin among - and ideally we should pick ones that don't resolve to the same IP address.

«

.

No mile...

¢}

None

|

None

&

2

36



Russia, mid 2022

Now Russia crawling all three legacy categories of
bridgedb obfs4 bridges (moat, https, email)

But still not instantaneous: new bridges last days to
weeks

Other obfs4 bridges still work fine

Snowflake and meek continue to work, but are slower
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Sign Up

Tor blocked in Russia: how to circumvent censorship
[ support]

e

gus © Community Team lead 104" Dec'21

3papascreyiiTe! Moxoxe, Baw WHTepHeT-npoBaigep 6nokupyet Tor. MoapobHee 06 atom cm. OONI
reports of Tor blocking in certain ISPs since 2021-12-01 - Russia- NTC 2.4k

Tor Browser BKJIlOUaeT MHCTPYMEHTbI obxona 6J'IDKMPOBOK. O ToMm, Kak ucrnonb3oBaTk MoCTbl Tor,
MOXHO NpOoYecTb 34eCb (Ha PyCCKOM HBbIKe)Z

e MOCTHI | Kak cTaTb nepeBogunkom ans Tor Project 6.8k
« TOR /15 MOBUJIbHbBIX YCTPOUCTB | Kak cTaTh nepesogumnkom ans Tor Project 3.6k

Ecnuny Bac 3a6nokupoBaHbl Be6caliTbl Tor Project, nony4ntb LOCTYN K AOKYMEHTALNNA U APYTUM
pecypcam NpoeKTa MOXHO, BOCNONb3OBABLUMCH CNEAYIOLMMU 3epKanamu:

* MNoppepxka Tor 912

¢ PykoeoacTBo nonb3osatens Tor Browser 451

o CepBuc GetTor 700 - TONbKO NO-aHIMNUICKN

* 3anyck cobeTBeHHOro MocTa Tor 1.3k - TONIbKO NO-aHr/TMIACKU
s Bror Tor Project 137 - TONbKO NO-aHIUACKA

¢ OcHoBHoI1 BeGcaiT Tor 794

& Login

Dec 2021

1/36
Dec 2021

19d ago
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177k views!

@ Tor blocked in Russia: how to circumvent ce...

Support| | Censorship Circumvention

e & Connect to network button after upgrade 2
& 2021 Fundraising results: thank you! 1

11 more

created last reply 43 177k 17 75 46
e Dec 21 ':* May 6  replies  views  users likes links

9g0-9

* e PINNED ON DEC 7, '21
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Directly connecting users from Russia
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Bridge users by transport from Russia
Top-3 transports |:| <OR> . obfs4 D snowflake
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The Tor Project - https://metrics.torproject.org/
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Show an aggressive user count estimate alongside 7
our conservative user count estimate

On our various user graphs on the metrics site, we show a user count that assumes many users are online all
day. In countries where many Tor users go online briefly to use Tor and then disappear again (e.g. from

modems, internet cafes, etc), our approach means that our user counts in those countries is an underestimate
-- by as much as an order of magnitude.

We picked that approach originally because we wanted to be publishing a clearly defensible number, but also

because at the time most of our users were on good internet connections (so it wasn't so clearly wrong at first).

| find myself explaining this potential inaccuracy every time I'm showing the graphs to funders. And in the anti-
censorship space, I'm often talking to them about exactly the countries where people don't typically leave their
Tors running 24/7 on good internet connections.

So my proposal here is to have a "high water mark" line on the user count graphs, to go with our current "low
water mark" line. The reality is that the true user count lies somewhere between these two lines, and we don't
know where.

Metrics ...

c

None

None
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Directly connecting users
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The Tor Project - https://metrics.torproject.org/
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Average simultaneous users

100,000

75,000

50,000

25,000

Daily Snowflake users in 2022
Snowflake blocking in Iran

Tor blocking in Russia
Unblocking in Russia
Experiments with

load-balancing
Snowflake bridge Protests in Iran

New bridge hardware
/

Unblocking in Iran

Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec Jan
2022 2023
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Number of relays
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Telegram-based bridge distribution

@ Tor blocked in Russia: how to circumvent censorship

Support| | Censorship Circumvention
. 3aMpoCUTb MOCT, UCMOJIb3YS MHCTPYMEHT [or Browser - Moat,

¢ 3. otnpaBuTb email no aapecy bridges@torproject.org;
4. nocetuTtb cTpaHuuy hitps://bridges.torproject.org 10.8k .

Dec 2021
5. unv nogknoymnTes ¢ nomolybto Snowflake.
1/36
Dec 2021
(HOBOCTW) Kak nosnyunTb MocT ¢ nomowybio Telegram-6ota
1. NopkntouuTech K @GetBridgesBot 4.5k B Telegram.
2. Ha6epure /bridges
3. CKonupyiTe BCIO CTPOKY MOJHOCTbIO. Hidke pacckasaHo, kak Bpy4YHyro fo6aBUTb MocT B Tor
Browser.
Kak nony4yutb MocT, Ucnosnb3ysa MHCTPyMeHT Tor Browser - Moat
Poccuiickue nonb3oBaTenn MoryT 3anpaluBaTb MOCTbI Yepes MexaHW3M “3arnpockTb MOCT C 19d ago

torproject.org 976 ”, BCTpoeHHbIi B Tor Browser. MpocTo BbINoNHUTE chefytoLume Tpy Liara:

£63 Ochoshue

@ Havano Quickstart
Quickstart allows Tor Browser to connect automatically.
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A popular telegram-distributed obfs4

bridge

1 Month 6 Months 1 Year 5Years

500

300
200
100

01 Mar 2022 01 Apr2022 01Mar2022 01Apr2022

& Months graph & Months graph

Save Graph Save Graph - 49



Insider information

<redacted>
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Telegram lessons

Other bridge distribution techniques would
complement well, e.g. “Use rotating time periods for
when we distribute each bridge”

Captcha as a technique is increasingly broken and also
increasingly burdensome

Reputation-based bridge distribution designs look well
suited for the Russia situation

But still some hard open problems, e.g. sybil resistance
51



New OONI Snowflake test

« https:
//explorer.ooni.org/experimental/
mat?probe_cc=CN&test_name=torsf&
since=2022-02-07&until=2022-03-10&
axis_x=measurement_start_day

« https:
//github.com/ooni/probe/issues/2004
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https://github.com/ooni/probe/issues/2004
https://github.com/ooni/probe/issues/2004
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OONI Tor Test
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Created 7 months ago by @ Roger Dingledine Reopen issue :

Snowflake should self-diagnose where it fails in the ~
connection process, and inform Tor

We have periodic reports (e.g. #40044 (closed)) of people in China saying that Tor Browser + Snowflake gets to
10% bootstrapped and can't get past it. We got another one on irc just now. Our own internal tests show that
Snowflake bootstraps successfully on the VPS we're trying it from, but clearly that's not the end of the story. For
example, | bet the mobile carriers have different constraints.

| was first thinking to suggest some standalone Snowflake debugging tool that would try a bunch of things and
see how they go and summarize it for the user.

But then | realized: Snowflake itself should do this, because it does try things, and it learns how they go, and our
users already have it. So all that remains is (a) figuring out which conclusions are worth escalating to the user,
possibly including some refactoring inside Snowflake to do the steps in a way where we're confident in our
results, and then (b) deciding what the right pathway is for escalating the information.

©

8

Sponso...

c

None

None
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(4) Bigger context in Russia

(5) Better solutions
(6) What’s next
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the censorship legally

lOpuanyeckasn komaHaa «PockoMCBOBOAbI» Tenepk NpecTas/seT UHTepecs opraHusauyun The Tor Project B Poccuu. Hawum opucTbl
obxaUtytoT 6r10KMPOBKY MHCTPYMEHTa Ha TeppuTopum cTpatbl. MoapoGHee 06 3TOM vuTaiiTe Ha caliTe KamnaHWUm.

«PockomcBo60aa» OT UMEHI aMepruKkaHCKoi 06LecTBeHHoIA opraHnzaumun The Tor Project Inc. o6xanyeT 610KMpoBKy caiita
aHoHUMHoro Gpaysepa B Poccuu.https://t.co/GN8897ITpp

— KommepcaHnTh (@kommersant) January 24, 2022

Hanomuum, B fekabpe 2021 ropa B Poccun 3abnokuposanu caitt Tor Project, a Takke ny6nunuHbIe Npokcu-cepeepsb! (y3nbl) u
HEKOTOpbIE MOCTbI (HeNy6/IMYHbIe PETPAHCNATOPDLI B CeTb Tor). POpMasIbHON NPUUUHOI NOC/YXNM0 PelueHne capaToBekoro
palionHoro cyaa ot 2017 rofa B cOOTBETCTBUM CO CT. 15.1 3akoHa «O6 uHchopmMaLmm». [laHHOE pelLleHre He KacaeTcs Kakoro-To
onpefieNnéHHOro KOHTEHTA, B €70 OCHOBaHNM JIEXUT NpoBepKa NpoKyparyphbl, KOTopas ycTaHoBWNa, YTO Ha caiiTe npoekTa Tor ecTb
BO3MOXHOCTb [ «CKa4MBaHWA nporpaMmmbl bpaysepa-aHoHMMalisepa A5 NocAefyoLLEro NoceLleHus caliTos, Ha KOTopbIX
pasmMeLLeHbl MaTepuarsl, BKIIOYEHHbIE B DejjepasbHblii CIMCOK SKCTPEMUCTCKUX MaTepUasioB».

«PockoMcBO60Aa» CUMTAET, UTO pelleHne cya ABNAETCA He3aKoHHbIM 1 NOANEXaLLYM OTMEHE N0 CAeAYOLLUM NPUYMHaM:

1. pelLeHne HapYLLAET KOHCTUTYLIIOHHOE MPaBo Ha CBOGOJHOE MPeAOCTAB/EHHE, MOMYYEHNE 1 PACTDOCTPAHEHNE UHGDOPMALWM | .
3aWWUTY TaliHbl YaCTHOI XIN3HM; 57



Google Translate Russian - detected —  English v ‘Translalion - i X

The legal team of Roskomsvoboda now represents the interests of The Tor Project in Russia. Our lawyers will appeal the blocking of
the instrument in the country. Read more about it on the campaign website .

Roskomsvoboda on behalf of the American public organization The Tor Project Inc. appeals the blocking of the anonymous browser
site in Russia. https://t.co/GN8897ITpp

— Kommersant (@kommersant) January 24, 2022

Recall that in December 2021, the Tor Project website was blocked in Russia , as well as public proxy servers (nodes) and some
bridges (non-public relays to the Tor network). The formal reason was the decision of the Saratov district court of 2017 in accordance
with Art. 15.1 of the Law "On Information"”. This decision does not apply to any specific content, it is based on a review by the
prosecutor's office, which found that the Tor project website has the ability to "download an anonymizing browser program for
subsequent visits to sites that host materials included in the Federal List of Extremist Materials .

Roskomsvoboda believes that the court decision is illegal and subject to cancellation for the following reasons:

1. the decision violates the constitutional right to freely provide, receive and disseminate information and protect privacy; 58
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[ open [Russia] Some ISPs are blocking Tor

e Gus € @gus ‘1 month ago Author  Owner  (® (3 ¢

Some updates here:

1. Tor news: Ban on Tor's website overturned in Russian court: With the help of digital rights
group Roskomsvoboda, we successfully overturned a ban on the Tor Project's website
(torproject.org) in Russial This means that the Russian governmental agency responsible for
censorship will have to remove Tor from its block list. We will be returning to court for more
hearings and litigation, and this time, Google is included as a third party in the case, as the
Russian authorities are demanding that Tor Browser for Android be removed from the Play
Store. We will keep you updated on new developments as they happen.
https://roskomsvoboda.org/post/google-v-dele-tor/

N

. Sandvine stopping all sales in Russia:"Since Russia's invasion of Ukraine, Sandvine has pulled
back on its Russia work, stopping all sales in the country, a spokesperson said. In addition,
the spokesperson said the company's equipment was used in Russia for billing and "quality

nf canrina" and nat ta nancnar tha intarnat " httne:/funana hlnamhara nam fnauaee /artinlae

(I
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Censorship authority dox

Main page
About

Donate

FAQ

Contact

Recent changes

Tools

What links here
Related changes
Special pages
Printable version
Permanent link
Page information

rayc [ wiscussivil NnCau pvISwW Swunes

Roskomnadzor

Over 360,000 files from the Russian Federal
Service for Supervision of Communications,
Information Technology and Mass Media
(previously the Russian Federal Surveillance
Service for Compliance with the Legislation in
Mass Media and Cultural Heritage Protection),
often abbreviated and referred to as
PockomHapn3op or Roskomnadzor. Roskomnadzor
is the Russian agency responsible for
monitoring, controlling and censoring Russian
mass media as well as compliance with personal
data processing requirements and coordinating
activities involving radio frequencies.

Roskomnadzor's activities are always a matter

~f niihlic infaract +a the neannle AfF Riiccias anAd A

VITW 151Ul Yy

Roskomnadzor / PockomHapgsop

Over 360,000 files from
Roskomnadzor, the Russian agency
responsible for monitoring, controlling
and censoring Russian mass media.

Bonee 360,000 dannos
PockomHaa3opa, Poccniickoro
areHTCTBa, OTBEYAlOLLEro 3a
HabnofeHne, KOHTPOJIb U LEH3YPY
CMW Poccun.

COUNTRIES Russia

TYPE Hack

Search Distributed L KX
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Other surprises

« rt.com censored from many Tor exits, because
Europe (i.e. France, part of Germany, maybe more
now?) pledged to censor it.

« Actually, many Tor exits can’t reach sites in Russia
now, because the blocking is bidirectional?

« New groups of Russian and Ukrainian exit relays,
“hmm?”
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Distribution of Snowflake proxies July 20 2022

Unigue Snowflake proxy IPs

1000

100
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Directly connecting users from Ukraine
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Down the road of the arms race (1/2)

Consider user impact from the censorship arms race.

Yes, we have steps to counter each step the censor
takes. But as we move down that path, users have a
higher burden to achieve a working connection.
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Down the road of the arms race (2/2)

We see this user drop-off effect already, where the
number of Tor users who switched over to bridges is
impressive, but it’s definitely not all of them.

We need to find ways to reduce that burden, and/or
slow down the arms race, else the censor wins because
the average user won’t care enough to bother.
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(5) Better solutions
(6) What’s next
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Building block 1

#1: a DPI-resistant point-to-point channel.

That’s obfs4, but it can also be v2ray’s vmess or any
similar project.
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Building block 2

#2: a Sybil-resistant sign-up mechanism.

moat/https/gmail buckets are a good start, but
Telegram distributor (with twist) is a better start.

Need to identify resources where (a) individual users
probably have a few but it’s tough for the censor to have
many, and (b) it’s easy to verify in an automated way.

Think “old Facebook accounts” or “friends on Twitter”
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Building block 3

#3: a large pool of diverse bridge addresses.

There are two pieces to this: one is the group of
thousands of volunteers who run their own bridges.

The second is an automated framework for easily
spinning up and down bridge images on popular cloud
providers.
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Dynamic brid easy to rotate

Home » Services » Relay Search » Search forsr2

Relay Search w2 -

sr2

show 10 v entries

Advertised

Nickname® Bandwidth Uptime  Country IPv4 IPv6 Flags Add. Flags ORPort  DirPort  Type
@ Sr2SilverWipe 17.86 MiB/s 49d 3h 2 IPv4 1IPV6 ~RB® i3 0 Bridge
@ Sr2SilverUmbrella 15.1 MiB/s 49d 3h 2 IPv4 1IPV6 ~RB® s 0 Bridge
® Sr2SilverSupply 14.21 MiB/s 49d 3h 2 IPv4 1IPV6 ~R® 5 0 Bridge
@ Sr2SilverScreener 12.74 MiB/s 9d 23h 2 IPvd IPV6 RO - 0 Bridge
@ Sr2lronDaffodil 10.72 MiB/s 66d20m (= IPv4 - =371 0 Bridge
@ Sr2lronDinosaur 10.66 MiB/s. 66d20m [ IPv4 - =11 0 Bridge
@ Sr2ironTelegraphy 10.53 MiB/s. 49d 3h IPv4 - =11 0 Bridge
@ Sr2lronBaguette 10.34 MiB/s. 42d5h IPv4 - =11 0 Bridge
@ Sr2ironPound 9.14 MiB/s 42d 5h 2 IPv4 - =31 0 Bridge
@ Sr2PlasticDrone 9.03 MiB/s 1d 16h 2 IPvd IPV6 = RB® & 0 Bridge

Total 384.6 MiB/s

Showing 1 to 10 of 66 entries

Previousz 3 4 5 6 T Next
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Building block 4

#4: a robust signaling channel.

Need some bidirectional channel that will reliably
work, i.e. that censors won’t want to block even when
they know the details of how it works.

It’s fine if it’s low-bandwidth and not-great-latency.

Domain fronting through Fastly; proxy through Google
AMP cache; tunnel through DoH or email.

71



Building block 5

#5: a way to establish ground-truth about a
suspected-blocked bridge.
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Index of /archive/bridgestrap

Name Last modified Size Description

Parent Directory -

bridgestrap-2021-08.tar.xz 2021-09-07 14:53 26K

bridgestrap-2021-09.tar.xz 2021-10-07 13:55 108

bridgestrap-2021-10.tar.xz 2021-11-67 21:38 108
bridgestrap-2021-11.tar.xz 2021-12-08 21:01 69K

bridgestrap-2021-12.tar.xz 2022-01-08 03:09 113K

bridgestrap-2022-01.tar.xz 2022-02-10 16:18 127K

bridgestrap-2022-02.tar.xz 2022-03-08 17:10 143K

(9] () [ () [ () [ Ry

bridgestrap-2022-03.tar.xz 2022-03-24 09:16 159K

Apache Server at collector.torproject.org Port 443
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@type bridgestrap-stats 1.0
bridgestrap-stats-end 2022-03-23 08:29:07 (86400 s)
bridgestrap-cached-requests 137710

bridgestrap-test
bridgestrap-test
bridgestrap-test
bridgestrap-test
bridgestrap-test
bridgestrap-test
bridgestrap-test
bridgestrap-test
bridgestrap-test
bridgestrap-test
bridgestrap-test
bridgestrap-test
bridgestrap-test
bridgestrap-test
bridgestrap-test
bridgestrap-test
bridgestrap-test
bridgestrap-test
bridgestrap-test
bridgestrap-test
bridgestrap-test

true
true
true
true
true
true
true
true
true

005FD4D7DECBB250055B861579E6FDC79AD17BEE
00782946F4C54CE1DO28F21E541EF8440ECAAOEE
00A4295A8477453D6AFE1ICA4C2F19E3708E6G3FC4
00A4295A8477453D6AFE1ICA4C2F19E3708E6G3FC4
OOE1AE6CB75E47E363E6AEFOF67A49COE854FDE7
OOE6F1D633D4E29DB31F43D1EGE3E928E5C1810D
0110A6CF41A07637808FFF79C0783FF37462B525
01292375AE04F41E7453D8E85DF446C22A8D7101
01341C9B4BC01B3A11E80A645A0BDE45DB0O2F04B

false 01341C9B4BCO1B3A11E80A645A0BDE45DBO2F04B
false 01436EF5B118FD95004A75F4616A6094D4AA4748

true

0145C4524211A250519864627E4AE31EECCCD39F

false 01520C1BB2C46BFOF54969B71217BEO4C1F8EBS8

true
true
true
true
true
true
true

01559EB6040D14F40AAC8CEEO663D1C3CFD449A9
0177D63957BDOD80319DE36BBO9AF4E27CA75EDG
018CD1182D56FA354AEBCO8DOAF2BODB40194E76
01B525EE79B66B9CADCO30D19B4C3D28DEOF7C18
01DF57F4B91E610C000436FCD55FA2B2B47BBF39
01DF57F4B91E610C000436FCD55FA2B2B47BBF39
01E85E61DB8BFC5606591BB867A76CCDCA1D395D

false O1EE817ACE40COCE10AE9COC23A72AA6C863F139
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Centralized probe log collection

« https://gitlab.torproject.org/tpo/
anti-censorship/team/-/issues/54

« First vantage points in China, Turkey, Russia,
Ukraine

« Emphasis on more frequent testing because partial
(slow) bootstrap results are more common than we
first expected
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https://gitlab.torproject.org/tpo/anti-censorship/team/-/issues/54
https://gitlab.torproject.org/tpo/anti-censorship/team/-/issues/54

Milestone 1: Tor Browser automation

Tor Browser uses the signaling channel to learn the
recommendations for your country.

It fetches a json file with an ordered list of which
pluggable transports and which bridge distribution
strategies are expected to work best in each country.

Then Tor Browser walks the user through trying them.

76



"oy {
"settings": [
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"source":
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(©]

Connection Assist X +

Not Connected

onnection assist ® Location settings 4 Try abr

Are these settings correct?

Tor Browser still couldn’t connect to Tor. Please check your location settings are
correct and try again.

Error: Connection to a Tor relay failed

View logs...

Your location  Brazil v Try Again
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(@) Home
Q, search

&) Privacy & Security

@ connection

&) Extensions & Themes

@ Tor Browser Support

Connection

Tor Browser routes your traffic aver the Tor Network, ran by thousands of volunteers around

the world. Learn more

@ Internet: - Online  TestAgain @ TorNetwork: & Potentially Blocked

Quickstart
Quickstart connects Tor Browser to the Tor Network automatically when launched, based on
your last used connection settings. Learn more

Alvays connect autamatically

Bridges
Bridges help you access the Tor Network in places where Tor is blocked. Depending on where
‘you are, one bridge may work batter than another, Learn more

“Your location Automatic - Choose a Bridge For Me.

Add a New Bridge

Choose from ane of Tor Browser's built-in bridges Select a Built-In Bridge....
Request a bridge from torproject.org Request a Bridge...
Enter a bridge address you already know Add a Bridge Manual

Advanced
Configure how Tor Browser connects 1o the internet Settings...
View the Tor logs View Logs...
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Milestone 2: Bridge “subscription” model

Short-lived bridges are a reliability problem, separate
from censorship.

With Tor Browser automation, next step use the
signaling channel to ask for a replacement bridge.

You use the old bridge as the credential to prove that
you deserve a new one—skipping the proof-of-resource
step so it can all happen in the background.
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Dynamic cloud brid

The subscription model makes the dynamic cloud
bridge approach much more powerful: if a bridge gets
blocked anywhere, you can spin it down and spin up a
new one somewhere else, and users will be able to
follow their bridge.

But there is a tradeoff: censors can block a bridge they
know and then follow it and block its replacement, etc.
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Milestone 3: Trust-based distribution (1/2)

(designs like Salmon, rBridge, Hyphae, Lox)

With Tor Browser doing background connections to
maintain your bridges, now rather than just replacing
bridges when they die, instead track whether the
bridges you gave somebody got blocked.

Get rid of users whose bridges tend to get blocked, and
reward users whose bridges last a long time.
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Milestone 3: Trust-based distribution (2/2)

Need to pick the right parameters so good users get
enough bridges yet bad people can’t find too many.

Salmon lets trusted users invite friends to higher trust
levels; if a user misbehaves blame their sponsor too.
But...privacy-preserving social graph management?

This is where the arms race needs to go: focus on
exploiting asymmetries against well-funded censors.
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(6) What’s next
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[} Russia, Blocked From the Global Internet, Plunges Into Digital Isolation - The New York Times — Tor Browser

&2 Fighting disinformation with - X | & Russia, Blocked From the C X |+ iran1010sanctions_reporico, X+

C | © hipslumw igzm37g; anion/2022/03/07 technologylrussia-ukraine-internet-isolation. him!

@ Russia-Ukraine War > LIVE Updates  Ukraine's War Dead Maps  Photos  Documenting Atrocities

Russia, Blocked From the Global
Internet, Plunges Into Digital Isolation

Russian authorities and multinational companies have erected a
digital barricade between the country and the West, erasing the
last remnants of independent information online.

€ evetsarice A []

B = % O % @ =
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First, a rant about sanctions

Especially about hurting internet connectivity for
people in Russia as a way to punish their government.

Compare to the effects of Trump’s “maximum pressure”
sanctions against Iran.

We will see the same outcome in Russia.
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=] soremcun
—n Council of the Eurapean Union

Home > Press > Pressreleases

Council of the EU  Press release 2 March 2022 12:40

EU imposes sanctions on state-owned outlets
RT/Russia Today and Sputnik's broadcasting in
the EU

The Council today introduced further restrictive measures in response to Russia’s unprovoked and unjustified military
aggression against Ukraine. By virtue of these measures, the EU will urgently suspend the broadcasting activities
of Sputnik’ and RT/Russia Today (RT English, RT UK, RT Germany, RT France, and RT Spanish) in the EU, or directed
at the EU, until the aggression to Ukraine is put to an end, and until the Russian Federation and its assoclated outlets
cease to conduct disinformation and information manipulation actions against the EU and its member states.

Systematic information manipulation and disinformation by the Kremlin is applied as an
operational tool in its assault on Ukraine. It is also a significant and direct threat to the
Union’s public order and security. Today, we are taking an important step against Putin’s
manipulation operation and turning off the tap for Russian state-controlled media in the
EU. We have already earlier put sanctions on leadership of RT, including the editor-in-

chief Simonyan, and it is only logical to also target the activities the organisations have 87



Internet
censorship

Access to
information
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Corporate needs you to find the differences
between this picture and this picture.

| Théy're the same picture.

90



WTF Europe?? Why u like
censoring so much??



Internet censorship: early warning

Notice that our Russia Tor blocking story started at the
beginning of December 2021.

From the rest of the world’s perspective, the Russia
story started in February 2022.

So (a) yeah they knew this was coming, and (b) internet
censorship often serves as an early warning system for
upcoming political events.
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GFW blocking by too much entropy

China is experimenting with blocking based on
flow-level entropy: if the first k characters in the flow
are too random, they kill it.

Only doing it to flows destined for certain cheapo
providers like Hetzner, OVH, Digital Ocean, Alibaba.

Maybe they can’t tolerate the collateral damage from
doing it more widely? Or, maybe they can?

We’re going to need better transports.
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Calls to action

Please run bridges!
Please run Snowflakes!
Please run relays!

Please participate in anti-censorship research!
https://foci.community/ attached to PETS in Lausanne
in July.
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