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Tor Overview

Online anonymity: open source, open network

Community of devs, researchers, users, relay operators

US 501(c)(3) non-profit organization with 50ish staff

Estimated 2,000,000 to 8,000,000 daily users

Part of larger ecosystems: internet freedom, free
software, censorship resistance, anonymity research

2



Threat Model
Alice Bob

Anonymity Network

R1 R2

R3

R4

R5
R6

R7

{What can the attacker do?}
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Anonymity isn’t Encryption
Alice Bob

...RG9uJ3QgdXNlIGJhc2U2NCBmb3IgZW5jcnlwdGlvbi4...

Gibberish!

Encryption just protects contents.
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Communications Metadata

"We Kill People Based on Metadata."

—Michael Hayden, former director, NSA.
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Anonymity is different for each use case
Anonymity

Private Citizens
It’s privacy!
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Anonymity is different for each use case

Anonymity

Governments
It’s traffic-analysis

resistance!

Human Rights Activists

It’s reachability!

Private Citizens
It’s privacy!

Businesses

BP

It’s network
security!
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A Simple Design

Relay

Enc(Bob3 , ”x”)
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Equivalent to most commercial proxy/VPN providers.
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A Simple Design
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A Simple Design
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Timing analysis lets an observer match up connections.
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The Tor Design

Anonymity Network
Alice Bob
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Multiple relays so no single relay can link Alice to Bob.
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Tor’s safety comes from diversity

1. Diversity of relays. The more relays we have and the
more diverse they are, the fewer attackers are in a
position to do traffic confirmation. Research problem:
How do we measure diversity over time?

2. Diversity of users and reasons to use it. 50000 users
in Iran means almost all of them are normal citizens.
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Transparency for Tor is key

• Open source / free software
• Public design documents and specifications
• Publicly identified developers

• Not a contradiction: privacy is about choice!
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Onion service properties

• Self authenticated
• End-to-end encrypted
• Built-in NAT punching
• Limit surface area
• No need to “exit” from Tor
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OnionShare
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Ricochet
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Dark Web

Onion services

Online criminal activity Unindexed websites

The "Dark Web" as popularly depicted
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Onion services

Online criminal activity Unindexed websites

Closer to reality
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Onion services

Online criminal activity Unindexed websites

Dark web?

Scale also matters
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Flaw: HSDir relays were too predictable

The six daily HSDirs for a given onion address were
predictable into the future.

So a bad guy could run six relays with just the right keys
to target a specific future day... to censor or to measure
popularity.

A few people—we don’t know who—were doing this
attack in practice.
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Fix: Global shared random value

Make the HSDir mapping include a communal random
value that everybody agrees about but that nobody can
predict.

The directory authorities pick this value each day as
part of their consensus voting process.
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Flaw: HSDirs got to learn onion addresses

The onion service descriptor (which gets uploaded to
the HSDir) included the public key for the service (so
everybody can check the signature).

So you could run relays and discover
otherwise-unpublished onion addresses.

“Threat intelligence” companies were trying to do just
that.
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Fix: New crypto hides the address

The new ed25519 cryptosystem has a cool feature
where you can sign the onion descriptor with a subkey.

So everybody can check the signature but nobody can
learn the main key from the subkey or signature.

Should finally kill the arms race with jerks running
relays to gather onions.
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You can send many many introductions

For example, if you want to deny service to a target
onion service, spin up millions of Tor clients and have
each of them try to visit it.

It’s an anonymity system (!) so the service can’t tell
which intro cells to drop and which to answer.
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Fix: integrate PoW into the intro cell

Onion services, when under attack, advertise a
suggested effort level in their onion descriptor.

Clients see the effort level and bid for attention (“blind
auction” in economics terms).

The service side sorts the incoming intro cells, then
answers best effort.
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PoW in the intro cell

Service should follow a feedback loop: raise effort if it
can’t keep up, lower effort if it is keeping up.

The PoW we’ve picked aims to not be FPGA/ASIC
friendly.

Still some messy design questions, e.g. at what rate
(how many) should we try to answer?
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But what about...

Doesn’t this favor desktops over mobiles?

I thought PoW/bitcoin destroyed the climate?

Why do you want to help those onion services?
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Tor isn’t foolproof

• Opsec mistakes
• Browser metadata fingerprints
• Browser exploits
• Traffic analysis
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Calls to action

Understand the risks of centralized architectures

Fight the slippery slope that is internet censorship

Participate in privacy / censorship research, e.g.
https://petsymposium.org/
https://foci.community/

Volunteer as a relay, a bridge, or a snowflake!
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