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Onion Location makes hijack and other 
attacks easier 

● Self-Authenticating: Address encodes ed25519 public key
● Random looking string

- Hard to discover or recognize
- Easy to set up doppelganger address for which adversary has key
1. Certificate hijack of torproject.org
2. Set up Onion Location for doppelganger address
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Onion Location

● Hijack and other attacks
- See our WPES’21 paper ”Attack on Onion Discovery and Remedies via 

Self-Authenticating Traditional Addresses”

Sauteed Onions (this WPES’22 paper)
● Resist Censorship (unlike current Onion Location)
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Sauteed Onions

● Onion Location via Sauteed Onions
1. Web Extension checks TLS Cert for domain with onion address 

as subdomain
2. Redirects to onion address if this is detected

● Performance advantage
- Header-based Onion Location loads entire page before redirect
- Cert-based Onion Location redirects after TLS handshake
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Sauteed Onions support Transparent Onion 
Association

Registered domain and onion address associated in TLS cert
è Onion association in Certificate Transparency (CT) logs
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● publicly usable CT log monitor run by the CA Sectigo
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● publicly usable CT log monitor run by the CA Sectigo
● Onion Association

- Censorship resistant (unlike Onion Location)
easily discoverable without touching original site (www.mullvad.net)
- Targeted-attack resistant (unlike Onion Location)
users verifiably get the same onion association as everyone else
- Legit site owners can check for attacks on their site (unlike Onion Location)



What if crt.sh is blocked or hijacked?
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What if crt.sh is blocked or hijacked?

● REST API
- search on domain names for onion association
- additional info, e.g., specific cert, index of cert in specific CT log
- even if CT log gets blocked, onion assocs already in DB still available & 

validatable (also true of log data at crt.sh)  
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What if crt.sh is blocked or hijacked?

● REST API
- search on domain names for onion association
- additional info, e.g., specific cert, index of cert in specific CT log
- even if CT log gets blocked, onion assocs already in DB still available & 

validatable (also true of log data at crt.sh)  
- available at onion address (resists being blocked or hijacked)
- source code available 
https://gitlab.torproject.org/tpo/onion-services/sauteed-onions
https://gitlab.torproject.org/rhatto/sauteed-week/-/blob/main/docs/api.md
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Summary/Future Work/Questions

● Onion Location (header-based) facilitates attacks and is blockable
● Curated lists/search engines for onion association not retroactively 

accountable
● Sauteed Onions (set up your own! See www.sauteed-onions.org)

- transparent, consistent, accountable
- REST API

● available at onion address (resists blocking)
● source available for inspection/independent implementation

- WebExtension
● redirects to onion address after TLS handshake

● Future Work: 
- auto load onion associations from REST API datasets for local association

● like HTTPS Everywhere but with ruleset transparency/accountability
- replace header-based Onion Location with sauteed Onion Location
- replace subdomain-onion SAN with X.509 extension
- build onion association info into onion services DHT


